HUONG DAN CAI PAT VA SU SUNG CHU KY SO
1 Yéu cau k¥ thuit cho sir dung chir ky so trwc tiép
- May tinh sir dung dé gri bao céo va cong b thong tin:

+ Yéu ciu cai dat trinh duyét:

o Firefox ok #phién ban 10.0 hodc cao hon; hoac

o Chrome E phién ban 44.0 hoic thap hon; hoic

o Internet Explorer r‘(qrphién ban 10;

+ Yéu cau cai dat moi truong: JAVA 7.0 hoac cao hon,;
+ May tinh phai duoc két ni internet.
- Thiét bi luu ching thu s6 cong cong (Token) do nha cung cap dich vu chung thu s6 cong
cdng cap.
2 Caidat Java
- Bude 1: Download bd cai Java vé méy tinh (ngudi ding c6 thé download bo cai tai
- Buwdc 2: M¢ bo cai va kich Install

Java Setup - Welcome &I

ORACLE

Welcome to Java™

Java provides safe and secure access to the world of amazing Jawa content.
| From business solutions to helpful utilities and entertainment. Jawva makes
yourinternet experience come to life.

MNote: No personal information is gathered as part of our install process.
Click here for more information on whatwe do collect.

Click Install to acceptthe license agreement and install Jawva now.

I Change destination Folder Cancel [hetall >

1 A

- Buwde 3: Sau khi phﬁn mém hoan tat viéc cai dit, kich Close.
3 Cau hinh bao mit trong Java

- Buwdc 1: Sau khi cai dat thanh cong java, can bo vao Control Panel/ Java.



| £ Java Control Panel = X

| General I Update I Java o
1. Chan security

Security level for applications not on the Exception Site list

[¥] Enable Java content in the browser

(71 Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

(@ High
Java applications identified . R . , even if
the revocation status of the 2. Kich Edit Site List..
Exception Site List
Applications launched from the sites listed below will be allowed to run after the a iate security
prompts.

-
http://192. 168, 50.93:9003 -
http: /192, 168,57, 169: 7101

Edit Site List... |

-

Restore Security Prompis ][ Manage Certificates. .. I

[ ok ][ cancel || apply

Hinh 1. Man hinh Javacontrol Panel

- Buéc 2: Thém dudng dan dang nhap chuong trinh, hién thi man hinh sau:

Eﬁ Exception Site List s e ol S o o o &
il c— i — . — e i—
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompis,
Location

Ty bttp://192. 168.50.93:9003
ttp://192. 168.57. 169: 710

|

2. Nhdp dwérng dan [ 1. kich Add
vao chwrong trinh
\\

l Add ] Remove ]

ff’h FILE and HTTP rity risk.
e recommen le.

3. Kich OK

[ OK l Cancel ]

Hinh 2. Thém dudng dan diang nhap chuong trinh
- Bude 3: Cim token ky s6 vao may tinh dé tién hanh sir dung.
4 Sir dung CKS Ky offline cho bao cao.
Céc bude chuan bj bao gdm: may tinh di cai phan mém Adobe Acrobat, mot thiét bi chir ky

s6 da dwoe ding ky — token. Ky sd trén file pdf theo trinh ty sau:




— Bude 1: Trén thanh cong cu clia Adobe Acrobat. Click vao biéu twong ky s6 va

chon Sign this document.
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— Bude 2: Chuong trinh hién 1én cira s6 Sign Document, chon Next dé tiép tuc qua

trinh ky sd.
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— Budre 3: Tao mot khung cira s6 dé gan chir ky s6 vao. Lua chon vi tri twong tng

ding véi nguoi ky.
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— Buée 4: Chuong trinh hién 1én cira s6 Apply Digital Signature — Digital ID

Selection. Lya chon dung ngudi can ky va chon OK.
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— Budre 5: Chuong trinh tiép tuc hién 1én cira s6 Apply Signature to Document dé ghi
1y do ky. Giai thich 1y do ky vao phian Reason for Signing Document (select or
edit). Sau d6 chon Sign and Save dé két thuc 1y do ky.
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— Budc 6: Chuong trinh hién 1én ctra s6 User PIN Verification va yéu cau nhap ma PIN.

Tién hanh nhap diing ma PIN ctia ngudi ky vao User PIN va chon OK.
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— Buwéc 7: Chir ky s6 s& hién 1én voi day du thong tin vé chir ky s. Khi dit con tro vao
chir ky s6 sé& hién 1én dong chit Valid signature. Nghia 1a chir ky s6 hop 18, va goc trai

bén dudi xuat hién biéu tugng di duoc ky sd
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— Budc 8: Bé kiém tra chit ky s, chon Signature ¢ trén thanh cong cu doc phia trai

AY

chuong trinh, s& hién thi 1én cac thong tin c6 lién quan dén chit ky sb vira ky.

ER Adobe: Acrobat Professional - (MO _¥DC Vien c hien lese TTTT . pdf] ="
A ER Ve Dodseit Commeili Toth Adiinced Wedw Hie -8x
20 H s @ 0 T eneror » T conment Markap « o Send for Review = ) Secure - M - 1 -
) Ieowect g | &~ || LLi[2s|© [ |- @ || D3~ | yom|| @ws -
Thes &k contam Form ke, ] gt Funkcts
Optens = W 13
M g e e 000 =
Vien Dkt dops TTATT g ry D imban v Truvahs o B W
o) peopies hirve gty counber-sgred ths s vy
i A Signed by L# Xisln Lan l" et
f ¥ ot ok Xuan ===
B Tiener: 20050708 35:51:15 40700 —
Reson: Toi 6 Lan g
I' Freld: Sgrasture2 on page 4
E Pomumant; vevamns | of |
I
E
—
i 1 L4 | ¥
g a 4 B4 d | +ee [ - - 41

L AL

5 Sir dung CKS Poi véi trinh duyét Internet Explorer (IE)
- Buwéc 1: Bét trinh duyét IE version 8 hodc cao hon, nhén phim Alt xuét hién hinh dudi
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E1: Chon Tool
B2: Chon Internet Options

View downloads Ctrl+J
Pop-up Blocker

SmartScreen Filter
Manage media licenses
Manage add-ons
Compatibility Yiew zettings
Subscribe to this feed...

touch.

Feed dizcaveny

Windows Update

Performance dashboard Chil+ S hift+11

F12 Developer Toals

OneMate Linked Motesy
Send to Onefote .

Report website gaiblams

| Internet options™

Buwdc 2: Kich chudt vao Tool -> Chon Internet Options

Buwdc 3: Chon Tab Security, chon nut Custom Level

||3memj|SemﬁfylPﬁvawlﬂommlCormecﬁonlemgamslﬁdvanmd

Select a zone to vievhgr change security settings.

o v O

Local intranet™ Trusted stes  Restricted
sites
Internet
Sites

0 This zone is for Intemet websit
except those listed in trusted and

restricted zones.

Security level for this zane

Enable Protected Mode

Allowed levels for this zone: Medium to

- Unsigned ActiveX co

E1: Chon Security
B2 Chon Custom
[evvel

ng patentially unsafe content
ls will not be downloaded

restarting Intemet Explorer)

| Customlevel.. || Defautlevel |
| Resetallzonesto defaut level
ok | cms 1| oo

Buwéc 4: Cudn thanh truot xudng muc “Scripting of Java applets”

Set Internet Explorer as y
get a fast, full-screen bro




'SEic:_'Lml_,p.Setﬁr:]g:s-'v Internet Zone n
Setti ;
“EE B1: Chon option
(® Disable Enable ”
- Zhon OK
& | Enable X55 fiter
(") Disable
(® Enable
= | Scripting of applets
() Dis
® Ed
(") Prompt
82, User Authentication
533 Logon
() Bnorymous logon
(@ Automatic logon only in Intranet zon
() Butomatic logon with cumrent user ndme and password
(T} Prompt for user name and password -
£ >
“Takes effect after you restart your computer
Reset custom settings I
Resetto: | Medium-high (defautt) v Reset .
Cancel

- Buée 5: Kich vao tuy chon Enable
- Bué6c 6: Nhin niit OK
6 Sir dung CKS déi véi trinh duyét Chrome

- Buwéc 1: Bat trinh duyét Google Chrome version 41 hodc thdp hon va nhip vao
dong 1énh about:plugins, nhin Enter

- Buwdc 2: Trong danh sach Plugin da cai dat, tim dén dich vu Java va bat dich vu
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Bit
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Native {lient

Ve higu hoa Ladn duzc phep chay

Adcbe Hash “layer £ files) - Fhizn ban: 1EU.0.7494
Shwckwave Flash 12,0 50

7 Sir dung CKS dbi véi trinh duyét Firefox

Bude 1: Bat trinh duyét Firefox version 10 hodc cao hon (truong hop trinh duyét
Firefox dang m¢ thi dong trinh duyét)




Buworc 2: nhin phim Alt, Xuat hién menu cua trinh duyét, chon Tool -> chon Add-ons
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Just disable JavaScript - ogale it or and off. Mo fancy toolbars, icons, windows, unnecessary functions. .

Buwdc 3: Trén danh sach Plugins, tim “Java ™ Platform....”
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